. Agenda

8.55
Chair's opening address -
Kayli Olson, assistant editor, Briefing

9.00

Cybersecurity in the legal sector: What to expect in
2018 and beyond

* What is the current threat landscape?

+ What threats are targeted at law firms and their people?

+ Real life examples of security issues facing our clients, and
the steps they are taking to overcome them

Mike McLellan, senior security researcher, Secureworks

9.30

Cyber hygiene - doing the basics

* Data hygiene and the unsexy things firms must do to stay
in shape

* Why subcontractors, temporary staff and even your clients
are high risk points for infection

* The risks associated with a flat infrastructure with
potentially little differentiation of high- and low-value assets
+ Realistic infosec challenges associated with BYOD and
appropriate respanses to these

* Why humans are always vulnerable, and it is vital that as
much responsibility as possible is taken away from the user

Stuart Aston, national security officer, Microsoft UK

10.00

Panel - the danger of the status quo

* To what extent are staff across firms cyber aware?

* Why success can only come from planning for failure -
how to build the risk of failure into the design process

+ The need for board-level/senior partner leadership on
infosecurity

* |s cyber-assurance a realistic USP for firms or is it simply
‘expected?

* How can firms differentiate themselves based on
cyber-reputation when most breaches are kept out of the
public eye?

Moderator: Kayli Olson, assistant editor, Briefing
Christian Toon, chief information security officer, Pinsent
Masons

Chris Gunner, global IT security manger, Clyde & Co
Howard McKay, senior lawyer, BT Legal

Stuart Ritchie, director, GDPR360
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10.35

Disrupting the way cybersecurity services are procured
and delivered

* Throwing out the rule book

* Can cybersecurity add value to the legal services portfolio?
* How to align your cybersecurity strategy to match up with
your business needs

James McDowell, director, BlackBerry Cybersecurity
Consulting

11.05
Coffee and networking

11.35

One step ahead of uncertainty - GDPR and the supplier
IT risk landscape

In this session we will discuss the practical aspects of GDPR
and third-party risk management and what opportunities a
law firm like yours has to ensure an effective, efficient and
robust level of scrutiny is applied throughout your data
supply chain.

* Nth Party Management: right to audit supply chain and
how far to go

* Understanding expectations post-implementation of
GDPR and ongoing assessment of third parties

* Best practices and collaboration - what are the key drivers
of standardisation and best practice?

+ What does collaboration in TPRA look like?

Sean O'Brien, managing director, DVV Solutions

12.05

Interactive session

Delegates will break into groups to discuss the themes
developed during the morning and share insights into how
they are overcoming the cyber challenges they are facing in
their role. Following the session, key findings will be shared
with the group

Led by: Christian Toon, chief information security officer,
Pinsent Masons

12.35
Close of conference, coffee and chat
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