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Risk is the lifeblood of business. Entrepreneurship is 

about taking calculated risks, and those risks create 

jobs, wealth and trade. This is the lesson that law 

firms must learn to be much better businesses – to 

compete much more effectively in tomorrow’s 

competitive legal market, whatever size they are.

Some legal businesses are already well on their way 

to this goal – Capita-backed legal entities, private equity 

market investment, reformatted limited companies with 

pure management boards, highly competitive corporate 

firms... these and more are, as you read this, rewriting 

the rules of engagement in your market.

For law firm risk chiefs, that should be a massive 

opportunity – but there’s every likelihood that you, or 

your firm’s risk head, doesn’t see it that way. There are 

many reasons for this, ranging from an inability for the 

risk leader to be seen as someone responsible for more 

than ‘just’ compliance, to a deep-rooted inability to 

break as a firm from the risk-averse backdrop of law.

Chris Vigrass has been on both sides of the fence 

– he was a litigation partner at Ashurst until 2008, 

when he was made up to director of risk management. 

His firm faces the classic ‘new normal’ legal market 

challenges – growth in a competitive market space, 

leveraging and aligning international growth and 

mergers, and trying to reshape the business to be  

more commercially capable while increasing 

compliance capability.

Ashurst’s recent merger with Ashurst Australia created 

an “awful lot of work” both before the November tie-up 

and beyond, he says, but risk heads like him have many 

international challenges. These range from being ‘one 

firm’ and managing risk across jurisdictions that have 

very different approaches to it (more on that later), to 

conforming to ever stronger rules in places where key 

clients reside.

“Information security/information assurance 

remains a very hot topic, which is being pushed down 

to law firms by financial institutions and other clients, 

particularly those regulated by the US Office of the 

Comptroller of the Currency [the US national and 

international bank regulator].

“Well-known American financial institutions, 

for example, have to show their regulator that they 

are protecting client data appropriately and, in turn, 

because they give us some client data, we have to 

meet all the standards imposed upon them by the US 

regulator. That was arduous initially but less so after 

going through the process two or three times. In a way 

it’s proving quite useful in further raising our standards.”

This is an interesting counter to the way Europeans 

usually view US state data regulation – for a change, 

US information rules are raising a UK business’s game. 

Vigrass says there’s a large conceptual separation 

between US national data protection (compare and 

contrast the Snowden story and leaks around NSA 

behaviour) and regulatory direction on sectors such 

as financial services – in the latter case, he says, “the 

Americas, I think, are setting the standards”.

One of those standards may be on its way to the 

UK, via the EU. The US operates a system whereby 

organisations are fined for losing or otherwise 

compromising personal data, and banks have to declare 

to clients when this has happened. The former exists 

here in the UK, but the obligation to inform people 

of lost data doesn’t generally exist in Europe. It may, 

however, yet come to pass. That’s why firms working in 

the US system take out ‘cyber insurance’, says Vigrass 

– and, if long-awaited EU data protection regulations 

come down on the side of forcing communication and 

exposure of data leaks, says Vigrass, “there will be a 

host of law firms knocking on the doors of the cyber 

insurers, and we’ll all have to increase our standards”.

But Vigrass is keen to point out that corporate/

commercial firms don’t have a lot of personal data, 

compared to PI, family, med-neg or other, more 

consumer-focused firms. But firms like Ashurst do 

nonetheless hold sensitive personal data – which “has 

to be appropriately protected”.

Another risk topic for 2014 is a continuing 

teasing out of the relationship between the SRA and 

internationally practising firms. “It will be interesting to 

see how their international approach works in practice,” 

says Vigrass. Whatever the SRA does, he and the firm 
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are pushing ahead with a methodology focused on 

“local risk champions or risk partners, and making sure 

that local MLROs are up to speed”. That’s in response 

to the SRA’s “more articulated approach” to firms with 

international offices, says Vigrass, but it’s also, following 

the Ashurst Australia merger, to drive consistent 

standards across the whole legal group.

On a more prosaic level, Vigrass 

is pleased that the SRA has seen fit 

to soften its approach to applying 

outcomes-focused regulation, in areas 

such as requiring firms to report all 

breaches, material or not – but, of 

course, they still have to record all 

breaches and be capable, if necessary, of 

reporting them.

Putting aside the wonderful vagueness 

around the definition of ‘non-material 

breach’ (see Vigrass’s thinking on 

breaches on p10), the new OFR system 

with its onus on internal decision-

making is a good thing for risk heads 

and firms, says Vigrass, for a tactical 

reason: it forces people to face problems.

“Half the battle for risk managers is to 

get the business just to address an issue. 

[Regardless of the outcome,] the good thing 

is that they’ve actually thought about it and 

looked at the factors. If they come to the 

wrong answer, so be it.” Vigrass likens this 

to a test for negligence in litigation (something he 

knows plenty about). “If you address your mind to the 

underlying issues but you get to the wrong answer, yet 

it’s still within the spectrum of what people would have 

come to, there’s no negligence.” This does not, of course, 

make you any less wrong, which is the central criticism 

of OFR – it can’t drive results, just behaviours.

The other half of the battle is creating change within 

the business. Vigrass says that the fee earners, especially 

partners, tend to know when things might need to be 

raised with the risk chief, but (much like raising the 

issue of money) it’s hard to bring this up with the client. 

The client, though, is often happy to change direction 

when the conversation’s been had. The key is to address 

something – whether that’s internally or externally.

The best firms, compliance gurus say, are those that 

don’t treat risk management as something you do at the 

end of a process, as something ‘on top’. They constantly 

reference risk management – which is something 

Vigrass says Ashurst is trying to achieve. “The mantra 

I use is that risk management is a culture, not an event. 

It shouldn’t be a reaction to an event, it should be part 

and parcel of the overall approach.” That’s easier said 

than done but, says Vigrass, “catch them young and 

it will percolate through”. The messaging is repeated 

further into careers, he adds, particularly at new partner 

induction, but it’s a message that’s repeated “frequently”. 

Ashurst has “risk flashes”, where Vigrass’s ‘mug shot’ 

appears on a short video, the link for which is circulated 

by email. It’s hard to tell which variant of Big Brother 

this is – Orwell or TV show – but it works and it’s 

“We can’t let our standards lapse  
to make an IPO succeed, so I have  

to be the conscience of the firm.”
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to the point. These are little reminders or updates, 

Vigrass says, such as changes to password policies. “Risk 

management applies to everybody in the firm.” 

Embedding risk into culture, beyond seeing Chris 

Vigrass’s head pop up, Red Dwarf-style, on a desktop, 

can be done in many ways – but a great way is to bind 

it to work flows. This takes the onus for compliance 

and risk thinking away from ‘users’ and 

helps them to bind risk to everything they 

do. Back in 2008, when Vigrass moved over 

from fee earning to risk management, he 

took on a project to institute risk-related 

IT work flows and systems, including a 

business intake system. When interviewed 

by the Lawyer back then, he said it would be 

‘an all-singing, all-dancing, one-stop-shop 

for money laundering, conflict, credit and 

business reputation’. “Hopefully, it would be 

an onscreen experience…  

that will make the lives of the assistants a lot  

easier,” he said at the time. Ah, the heady days of  

earlier technology.

However, he says now, “most of that has come to 

pass”, though credit checking is “a separate stream”. But 

turning compliance into process has not been a journey 

without challenge – “on some occasions partners just 

still find it difficult to believe that a full conflict check 

is required, because they believe they just know that 

particular area”, explains Vigrass. And now, of course, 

Ashurst has even bigger and more problematic fish in 

the fryer – it’s more international than it was in 2008, 

and managing international compliance is a big deal.

“The reason why [we have to drive risk through IT 

and process now] is that we are now in 16 jurisdictions 

and we’ve got 28 offices. You cannot rely upon 

your own innate belief that there isn’t a conflict.” 

Following the Australia merger, with “separate practice 

management systems, time recording systems, billing 

systems to”, there is a lot of work to do creating a single 

infrastructure that can be effectively risk-managed.

Ashurst might not be fully one single indivisible firm 

in legal terms, but from a management and operational 

position it acts in every way like one, says Vigrass, who 

is at pains to point out how unlike the currently popular 

verein structure that is.

This needs the capability to stand on a metaphorical 

hill and see every part of the firm. “To be a global 

firm, we really ought to have one new business 

inception system, one conflict system and one practice 

management system, and so on. That’s what we’re 

moving towards over the next year or two – to ideally 

have the same underlying system. It will be the same 

questions being asked [around areas such a conflicts], 

whether you’re in Frankfurt or Shanghai.”

This is an even bigger challenge than it might seem. 

Australia, says Vigrass, has no anti-money laundering 

identification verification requirements, for example – 

so in future the Australian side of the firm will have to 

take on much more data on clients than a native-only 

firm would need, because the rest of the business can’t 

deal with that client unless fuller checks are made. 

The same is true of the US offices. This “international 

passporting” of clients between offices is the only and 

best way forward, says Vigrass – but it requires great 

systems across the whole international business, and 

the whole firm has to operate to “the highest common 

factor”.

Is there still a journey to go on to be more embedded in 

commercial risk decisions? Yes, says Vigrass – but for 

many firms this is still in its early stages as a journey.

“Whether you call it general counsel or a director 

“You cannot rely upon your own innate 
sense of belief that there isn’t a conflict.”
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Assessing risk to clients is what legal does 

best – but are legal businesses managing 

and exploiting risk well when it comes to 

themselves? Can law firm management 

transition their view of risk management 

from being about compliance to being a  

vital part of commercial planning  

and operations?

After the SRA made it impossible for a 

non-lawyer to be the risk management leader 

in a law firm, at the end of the refinement of 

outcomes-focused regulation and the final 

stages of implementing the Legal Services Act, 

it temporarily sent many a firm’s risk cycle into 

scattershot mode. Many firms had to untangle 

plans, assigning COLPs and removing heads of 

risk without a law qualification. One year into 

the new OFR regime, some of the more leading 

legal businesses are trying to turn their risk 

managers into true business advisers, thinking 

more about commercial risk than compliance. 

This, of course, matches well the stated 

aims of OFR – to open up how law firms deal 

with their regulatory requirements to subtlety, 

and allow more commercial approaches in a 

much more competitive market place. Gone 

are the days of mere box-ticking for heads of 

risk – law firms now face a combination of 

stiffer competition, a need for leanness and 

efficiency, dwindling growth in local markets 

leading to share poaching, increased attention 

on data security, information governance and 

assurance, and a need to take more chances on 

work than ever before to win business.

Strategic risk taking

A far more proactive approach to risk may 

be the answer to these challenges, both 

commercial and compliance. This will entail 

closer collaboration between traditionally 

disparate business services functions – the 

silos of IT and finance and beyond to HR and 

marketing need to integrate risk thinking and 

goals, a drive we’ve been closely following 

here at Briefing. But is that a realistic change 

for firms to achieve? And if it isn’t yet, what’s 

holding them back?

For Nicole Bigby, director of risk at Berwin 

Leighton Paisner, the evolutionary curve of 

modern risk management in legal ends at a 

commercial apex. “When you start out, with 

effectively a ‘greenfield project’, this is your 

aspirational objective. Your challenge is to 

move the organisation through that change,” 

she says. At the beginning, a lot of the work is 

“around defensive risk management, building 

cultural change, identifying the risks in the 

organisation, and working through policies and 

procedures to manage them”, she says. This 

leads to a “dynamic model, where the power 

of risk management information is leveraged 

to assist much more strategic and commercial 

decisions based on that risk information”.

Creating a more dynamic view of risk can 

help firms shape the rules of the game and 

create business opportunities. “That’s where 

the real power is – developing that optimised 

risk management model,” Bigby says.

Bigby has spent her five years at BLP 

assessing the peaks and valleys of the legal risk 

landscape, analysing where the firm’s business 

model needs most resilience and where 

opportunities might emerge. “The objective 

is to demonstrate the value and competitive 

advantage in risk management,” she says, 

“advancing risk and opportunity management 

with the organisation’s strategic risk-taking”.

For that, firms need a strong risk 

foundation, she says, building on the base of 

a solid operational risk module, ensuring a 

clear compliance and risk tolerance model 

supported by policy, risk registers, values and, 

increasingly, the level of audit.

“Our focus now is looking at what strategic 
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risks we face – how we can stress-test 

scenarios with the management team. We play 

devil’s advocate in terms of decisions taken, 

and assist strategy teams with new initiatives 

in assessing the portfolio of risk issues. It’s 

still very much dialogue-based, but we’re 

developing tools to pool all the information 

together and tie it back to financial information 

and costing.”

Commercial futures

Big, especially international firms will find 

the challenges of creating more ‘joined-up’ 

businesses both easier and harder than  

smaller firms.

Head of risk management for Hogan 

Lovells, Scott Nicholl, says a future wherein 

the firm takes more advantage of a commercial 

understanding of risk is very much a driving 

factor. “That kind of transition has been talked 

about for the last decade, if not longer”. 

Legal is catching up with other sectors 

with regards to working in a world of 

commercial risk, he says, and moving away 

from a traditional, siloed approach to risk 

as compliance. “The larger firms are much 

more on board and already going down that 

direction. Some of the smaller firms may 

well be at the extreme end, and it’s probably 

completely alien to them.” But the fact that 

there’s a spectrum of change is enough – legal 

is changing in its attitude to risk.

OFR and principles-based regulatory 

changes, he says, “are very much aligned to 

that more commercial, opportunistic side of 

risk than the older prescriptive, rules-based 

approach”. The flexibility and freedom OFR 

provides, leveraged within the right control 

framework, is an opportunity for firms to use 

compliance “in a way that’s fundamentally 

beneficial to your firm and how you  

work internally”.

Deborah Abraham, director of risk 

management and excellence at DWF, says firms 

that hooked into risk management in the early 

days saw it as a means to an end to comply 

with the code of conduct and Data Protection 

Act, but pushing it forward through the 

current parameters opens up a field of options. 

“With the current regulation, we can be more 

commercial, and as long as we’re not breaking 

the rules, we can offer more solutions to our 

clients by pushing those rules as far as we can 

with bolstered risk management in  

the background.”

Jason Haines, finance and operations 

director at Allen & Overy, says there is, 

however, a nuance to that. “You could argue 

that growing the number of offices [of a firm, 

despite looking like commercial behaviour] 

is somewhat a defensive strategy from a risk 

perspective, because client demand is moving 

towards more global work and moving to firms 

that have got better reach. To some extent, 

you’re being risk averse and defending your 

position by making sure you can deliver the 

right quality in each of the markets your clients 

are going to.”

And larger firms might be farther down 

commercial risk road as a result of perceived 

market pressures and opportunities, and  

client demand.

“What might drive for some of the larger 

firms is perhaps client-based,” says Nicholl. 

“They increasingly expect that we manage our 

own affairs in a way that’s appropriate. Some of 

these ideas might be more mature within the 

client base, over the last 10 years or longer, and 

increasingly feature within their expectations 

of their service providers.”

For Abraham at DWF, client sophistication 

also means greater expectations of risk 

coverage, especially around information 

security. “We’re seeing more and more on 
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tender documents and in interviews with 

clients, interrogating what our security is in the 

event of a cyber attack. They know we need to 

know their data is safe for their own regulators, 

and for their own systems.” 

Beyond reacting to client needs over 

security, Abraham is working on the next 

hot zone of client needs through improving 

the firm’s value-adding 

proposition with risk 

management advice.

“We’re doing a lot to 

advise our clients in terms 

of emerging risks within 

their sectors and changes 

to regulations,” she says. 

“The [UK] financial services 

industry is going through 

a regime change with the 

Financial Conduct Authority, 

so we’re using audit tools 

to identify clients’ gaps 

that need filling before new 

regulations come in. In our 

volume insurance business, 

that’s a lot of collaborative 

work – not just advising them 

but making sure of a fair outcome 

for all parties. It’s another thing that 

brings the client and adviser together, 

an added value on top of the legal 

work.”

Nicholl at Hogan Lovells agrees 

that risk can lead a firm on a journey 

from internal risk management to 

client value. “Whether that’s related 

to information security – a very 

current and tangible example – [or not], if 

clients are already attuned to managing risks 

[such as information security] internally, 

it’s a logical progression that they’ll expect 

somebody like their legal adviser to be equally 

proficient and manage themselves to the same 

level, meeting the best practice standards 

themselves.”

Beyond the risk function

Whatever the interconnection relationship, 

for Nicholl at Hogan Lovells it is a critical 

misconception that only risk people manage 

risk in a law firm. That perception needs to 

change, because it’s one that’s not workable in 

reality, he says.

“There have to be other operational and 

practice areas fundamentally responsible for 

“It’s another thing that brings the client  
and adviser together, an added value on 

top of the legal work.”

Deborah Abraham, director of risk  
management and excellence, DWF
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exposure to risk, and of course they’re the 

ones closest to it.” This approach forges a 

multifunction relationship, where risks may 

be dealt with by HR or finance, for example, in 

conjunction with risk. “That overlap facilitates 

cross-functional working, joined up at the right 

places,” he says, “because there’s always the 

temptation to improve one area, but that shifts 

the risk exposure elsewhere, or creates a new 

one, if it’s not understood in its fullest sense”.

Bigby at BLP says that combining the force 

of risk and other business functions “allows us 

to make quick choices based on allocation of 

resources, and thinking a lot about the hard 

cost information associated with those choices”. 

Risk isn’t inherently undesirable when 

taken on to achieve superior strategic returns, 

she says, “but you also need to understand 

that when you’re managing across a 

portfolio of developed risks, where there are 

interdependencies and relationships between 

them, you may want to take certain action 

to mitigate or address them in one sequence 

rather than another”.

“Harnessing the information within the 

organisation, and interrogating it in a more 

sophisticated way with the finance and IT 

teams is very much a direction we’re  

pushing forward.”

There’s great opportunity for innovation in 

integrating risk and strategic management, she 

says, developing more sophisticated tools to 

manage and support the business. “If you look 

at a number of the large international firms, 

with established [risk] functions for nearly 10 

years now, an area for innovation is building 

resilience through developing  

stress-test scenarios and using that data to 

identify trends.”

Nicholl at Hogan Lovells says scenario 

analysis – and resilience – fit into the 

opportunistic, upside view of risk. By factoring 

in analyses and tests, the business can get 

“insight as to which strategy to choose and go 

forward. Those kinds of methodologies will be 

increasingly important.”

This leads risk into a ‘big data’ world, 

analysing trend data and getting more deeply 

involved in resourcing. Bigby at BLP says 

“uncovering the unexpected correlations is the 

trick with a large body of data”. Equally useful 

is comparative experience, glancing sideways 

to industry sectors outside of legal where 

consolidation has already made its impact. 

“There might be opportunities or lessons there 

that are just as valuable to us,” she says.

Raising risk cultures

Much of the changes needed to advance risk 

thinking in legal business is cultural. “The key 

piece of building through to a mature phase of 

risk management is the cultural foundation,” 

says Bigby. “We need to get out and see the 

businesses, understand the environment in 

which they operate, develop relationships and 

spend time on training and education – that 

very much underpins the success of our 

function.”

Getting people thinking about risk, 

according to Haines at Allen & Overy, has 

been one of the biggest culture change wins for 

the function across the firm. The value of risk 

registers, found in almost every top 100 firm, 

“is not in the registers themselves,” he says. 

“They’re just bits of paper. The value is  

having people sit down and think through 

the risks and understand everything we’re 

currently doing.”

For Nicholl at Hogan Lovells, you have to 

demonstrate the value in risk in a way that 

relates to the partnership business model. 

If you engage the right people in the right 

places, others typically follow. “That’s the 

difference between this environment to your 
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average corporate, hierarchically managed 

organisation. The way to do it is to pick your 

people and focus on them, knowing they’re 

going to engage, then using them to spread the 

word to others who may have been resistant or 

pessimistic about its value at the outset.”

Having a single risk leader seems to 

be helping with this. There’s as much a 

convergence of the risk-related 

disciplines within firms, says 

Nicholl, as is needed between 

the traditionally separate 

business support functions. 

“There’s internal audit, risk 

management, compliance, new 

business intake – which have 

historically been separately 

managed – with more and 

more reference to resilience 

as a concept. That could be 

helpful, because it covers a lot 

of disciplines, and as there’s 

more uncertainty with things 

moving quicker, like tech  

and social media, the risk 

profile changes far quicker 

than it did.”

New dimensions to risk

Velocity of risk is the third 

dimension of the new world of risk 

– how quickly a risk can appear 

and affect a firm (or a client). Being 

able to plan for that might prove 

very hard, because by the time the 

risk is coming, it’s impacting you 

with no time to prepare. “The idea of being 

resilient, flexible, and having multidisciplinary 

risk-related functions can strengthen a firm 

internally and externally,” says Nicholl.

But this has its upsides – business 

opportunities can arise just as quickly. Haines 

at Allen & Overy says risk-taking has always 

been a possibility for any legal business – but 

firms now have the tools to see where they 

want to take risks. “There’s always been that 

trade-off between risk and return, and always 

possible to take a more risky approach to any 

piece of business. 

“You’ve always been able to do those things, 

depending on your risk preference. As a  

firm, we’ve always tended to be more 

conservative in the way we run our business, 

particularly financially.”

“The idea of being resilient, flexible, and 
having multidisciplinary risk-related 

functions can strengthen a firm internally 
and externally.”

Scott Nicholl, risk manager, Hogan Lovells
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Averaging three new offices every year for 

the last five years, conservative probably isn’t 

the word some might use. Allen & Overy is 

familiar with taking risk, he says, which comes 

from a long history of taking it seriously and 

binding it to other functions.

“The first place your mind goes to is practice 

risk, practising law – making sure you get the 

legal opinions right. Then you can develop into 

things like disaster recovery, financial risk and 

IT security – an example of a risk that, several 

years ago, wasn’t high on people’s agendas.”

Tech positive

New technology is at the heart of much of 

the modern world of risk management. It’s 

a double-edged, digital sword – as much as 

helping firms grow profitability, efficiency  

and capability, it also unlocks a dark labyrinth 

of risk.

As we saw in February’s Briefing on finance 

management, the emergence of analytics has 

meant more potential for tight-knit working 

between business functions. And if finance is 

the live wire in this picture, and IT is neutral, 

risk may be able to position itself as the earth 

wire, grounding a firm’s business.

Moreover, cyber risk and information 

security are top of mind for most businesses, 

not just law. An avalanche of security breaches 

in a range of sectors has had many companies 

unpacking the rescue flares, and law firms have 

not been untouched by the drive towards a 

more security-aware way of working.

“Our risk committee decided that IT risk 

is becoming important enough as a topic in 

its own right and that the CIO ought to sit 

on the risk committee,” says Haines. “The 

firm’s [information security] committee works 

very closely with our CIO to ask all the right 

questions: How are we dealing with it? What 

particular actions are we taking, and do we feel 

we’re spending enough resource on it?”

Abraham at DWF points out that “cyber 

attacks cost the economy in the region of 

£28bn in 2012”. “It should be seen as important 

as physical security. We need to wake up to the 

fact that development of technology means 

hackers are going to get in.”

Nicholl at Hogan Lovells agrees. “You’d be 

naïve to think technology wasn’t going to play a 

part not only in the underlying risk exposures, 

but also in the way we manage and monitor 

progress in this area.

“Cyber threats are going to become 

more pervasive in terms of our own risk 

profile. Equally, we need to keep up with 

that internally, and then make sure we use 

technology to better manage our  

own frameworks.”

Growing risk

From information security to a growing need 

for commercial risk understanding, risk teams 

are growing in terms of status and size. Haines 

at Allen & Overy says: “Risk has grown in 

emphasis and resourcing levels in the last few 

years, and it will continue to grow. I don’t see 

risks going down. We’ve invested quite a lot 

more in our business acceptance unit activities 

in Belfast, and even increased resourcing there 

because we’ve been able to afford to.  

If anything we’ll be putting a lot more effort 

into risk.”

Risk departments are rewiring how law 

firms work to bind risk to every part of the 

business, and help the business make more 

money and take better commercial decisions. 

Whether you’re in IT or finance, BD or HR or 

beyond, risk people will help your firm find a 

more successful future – because there is  

no alternative. l
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Top 100 Directors Research

Who runs 
risk in the  
top 100?
LSN’s risk research turns its eye to risk directors, and finds a role 
that’s healthily diverse and a credible career path for lawyers – but 
one that is still foggy on its status and placement in the hierarchy
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Knowing how to roll with commercial risk, on top 

of the requisite compliance and regulation onuses 

piling on across the legal business, firms are taking 

a significantly more focused approach and learning 

lessons from other businesses, according to  

our research.

LSN’s Top 100 Directors report, sponsored by 

Prosperoware, has just covered the risk role – and the 

results are telling, especially around how much effect 

outcomes-focused regulation has had on job mobility in 

risk over the last few years.

Binding strategic, operational and financial risk 

into a source of value for firms, not only protects from 

high-impact events, but it also helps find new avenues 

of business. That has made a board-level risk position 

central to core strategy – reflected in how many risk 

heads are ‘directors’. As John Verry, risk director at TLT, 

says in our report (downloadable from our risk top 100 

page): “The business takes risks, and the risk director 

manages them. It is difficult to see how this role may 

be undertaken effectively unless the risk director is a 

board/strategic level role.” There are, nonetheless, wide 

variations in the risk leader’s job titling, an indication that 

perhaps how a risk chief is, and is not, defined is still an 

area very much up for debate.

Out of all the functions we research, risk is also the 

legal management role with the most balanced gender 

ratios (55%/45% in favour of women). Why? One  

reason might be that credible career path, without the 

ridiculous hours associated with fee-earning partnership 

– or it could just be the freshness of the role as a 

management function.

The risk leader’s job has also been a highly mobile one, 

but only recently and for perhaps obvious reasons. This 

might be a blip, especially if risk heads we quizzed for 

this report who say that movement since 2011 is down 

to the COLP definition are right. But other risk chiefs 

we questioned say the role is growing in importance and 

power – which means ongoing job mobility.

Find out much more about our research into the risk 

roles in the top 100 law firms, and keep track of whose 

running risk in those businesses, on LSN’s website. 

www.lsn.co.uk/risk-compliance/top-100

Other titles
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What’s in a name? Variety of top 100 risk chief titles

New COLP rules seem to create spike in hires/moves

Risk chiefs move most often from other law firms

Gender split in risk says role has good diversity

http://www.lsn.co.uk/risk-compliance/top-100
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During a recent conversation with a manager in 

a law firm, I Iearned that he’d spent several days 

trawling through thousands of emails within a 

leaver’s archive mailbox. Why? He was trying to 

build a clear view of the leaver’s ‘top 10 clients’ and 

of the work undertaken in the past six months, after 

a handover report which proved to be incomplete – 

vital information had been omitted.

The harsh reality – and very real commercial 

risk – is that although firms have handovers to capture 

knowledge and information, many fee earners are 

protective of their client lists. This is mainly down 

to the time and effort they have spent in building 

relationships – but it may also be for other reasons. A 

striking survey by Sophos in 2012 highlighted that 50% 

of employees who had changed or lost their jobs in the 

previous year had taken confidential company data or 

information with them. Four in 10 of those who took 

data planned to use it to help them in their new job. 

Capturing and safeguarding intellectual property 

such as client lists, pricing structures and other market 

sensitive information is of crucial importance. Firms 

need to ensure that adequate protection exists by 

implementing systems and processes. This not only 

allows them to be proactive, it also empowers them 

to quickly respond to situations while defending their 

organisation, employees and clients.

A firm-wide communications overview 
reduces the risk of losing clients

Given that lawyers will change employers several times 

during their careers, how can a firm gain an accurate 

and high-level insight into a leaver’s work with clients?

How do they judge the strength of the relationships 

a leaver has? Is there anyone else in the firm who can 

nurture this relationship once the fee earner has left? A 

handover is designed to extract this information, but it’s 

rarely sufficient because it relies on the employee to fill 

in the details. Whether intentionally or not, information 

can be omitted or misinterpreted.

But there are other options that can be used to 

complement the process. With approximately 120 

emails being sent and received per user, per day 

(according to technology research firm Radicati), email 

can provide a vital and insightful place from which 

essential information can be mined and unlocked, and 

from which an accurate picture of the relationship and 

its context can be created.

This can bring to the fore very important ‘latent’ 

information – a client relationship that appears 

insignificant in the handover report may actually turn 

out to be of greater importance when investigated 

further, for instance.

Conducting such investigation is tedious, labour-

intensive and time-consuming – a point proved by the 

law firm manager I met. 

Fortunately, there are technologies such as 

‘messaging intelligence’ that automate this process. 

This software churns through vast numbers of 

inbound/outbound emails, reporting the frequency, 

location and subject of email exchanges. It then 

Industry Analysis

More intelligent 
messaging
Nila Hirani at Nikec Solutions on how email can help you 
manage the risks around leavers, from retaining contacts to 
reducing the risks of fraud and non-compliance








